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Abstract. In the last decade, the European Union has reconfigured its
internal mechanisms and instruments for the protection of democracy, in
the context of the emergence of the process of democratic regression in some
member states, challenges to the rule of law, disinformation and hybrid
threats. In shaping an applied discourse on the protection of democracy,
we consider it necessary to clarify the key concepts that are used both in
the official-institutional framework and in the academic environment when
it comes to the protection of democracy. Thus, concepts such as democratic
backsliding, rule of law, conditionality, democratic resilience, defense of
democracy and hybrid threats will be linked to the legal and institutional
framework of the European Union, derived from Articles 2 and 7 TEU
(OJC 202/2016) and from Regulation (EU, Euratom) 2020/2092 on the
general system of conditionality for the protection of the rule of law and
the Union budget. Based on the theoretical framework, we analyze the
institutional architecture of democracy protection within the EU, with an
extension to the European Democracy Shield and related instruments. We
argue that these instruments compose a triptych that combines the political,
legal-financial and strategic-operational dimensions of democratic protection
in the EU, but which still face important limits to consider, in terms of
normative legitimacy, effectiveness and political feasibility. The conclusions
highlight the implications of this complex process and this transforming
architecture for the future of democracy protection in the EU and outline
several directions for strengthening democratic resilience at Union level.
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Introduction

The European Union is founded on several fundamental values such as
democracy, as enshrined in Article 2 of the Treaty on European Union (TEU).
“The Union is founded on the values of respect for human dignity, freedom,
democracy, equality, the rule of law and respect for human rights, including the
rights of persons belonging to minorities. These values are common to the Member
States in a society in which pluralism, non-discrimination, tolerance, justice,
solidarity and equality between women and men prevail.”1 However, in recent
years, the EU’s ability to protect democracy both within and on its periphery
has been questioned. This was due to the emergence of democratic regression
(democratic backsliding) in some member states, such as Hungary and Poland,
combined with external pressures, digital disinformation and the development of
information manipulation technologies.2

This situation led to the reassessment of the EU’s institutional mechanisms
for the protection of democracy, from the triggering of Article 7 TEU and the
use of rule of law conditionality for European funds, to the development of the
recent project called European Democracy Shield, launched by the European
Commission in 2025, an initiative aimed at strengthening the integrity of
information, elections and democratic institutions in the EU space.3 In this context,
emerges a need for a systematic analysis of the evolution and effectiveness of
EU policies and instruments to protect democracy over the last decade.4 Drawing
on recent institutional developments, we intend to highlight both the progress
made and the current limits of the EU in defending the democracy of its own
member states.

The main purpose of our analysis is to explain and assess the evolution of EU
instruments for the protection of democracy within the European Union, in the
period 2010-2026, pursuing the following specific objectives:

– Defining and clarifying the central concept of “protection of democracy in
the EU”, in relation to the related notions of quality democracy, rule of law,
fundamental EU values and democratic regression (backsliding), using recent
academic approaches and contributions from political science and policy studies
of European institutions.

– Analysis of the evolution of EU mechanisms for the protection of democracy.
Identification and assessment of the main internal and external challenges to

EU and member state democracies, based on reports and specialised analyses
from European institutions, think-tanks and experts in the field.

– Outlining directions for strengthening EU policies in the field of democracy
protection, taking into account academic, civil society and European institutions
debates.
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In furthering our approach, we used a theoretical-institutional approach,
combined with a comparative analysis at the level of specific mechanisms. Thus,
we combined documentary and discursive analysis, applied to relevant European
Union legislation and policy documents, as well as to reports and syntheses
produced by official EU institutions, with the comparative analysis of three central
instruments: Article 7 TEU, the conditionality mechanism and the European
Democracy Shield, from the perspective of the normative framework, the
institutional logic, the conditions of activation and application and the practical
limits that derive from them, by directly reporting to the specialized academic
literature and to the specialized reports of professional organizations (think tanks).

Our study is limited to the reference period 2010-2026, as we considered that
this period encompasses major developments in the protection of democracy in
the European Union. At the same time, the study is limited to a rather general
approach, establishing the context of the topic and framing it through legislative
and theoretical landmarks, representing an incipient part of a subsequent, more
extensive study, which will also include the development of concrete examples
and case studies.

The Protection of Democracy in the
European Union – Theoretical Framework

A discussion and applied analysis on the protection of democracy in the
European Union requires a prior clarification of several interrelated concepts:
democratic backsliding, rule of law, conditionality, democratic resilience,
defense of democracy, hybrid threats, concepts that guide and structure both the
European institutional discourse and the academic agenda in the field.

In the specialized literature, democratic regression, conceptualised as democratic
backsliding, designates the process by which an existing democracy “slides
backward” by weakening or dismantling the institutions and rules that support
the democratic regime, not through spectacular coups d’état, but through successive,
often legal, steps by the actors who hold power.5 The phenomenon is defined as
a “state-led debilitation or elimination of the political institutions sustaining an
existing democracy”, including reducing the independence of the judiciary, limiting
press freedom, undermining political pluralism and real electoral competition.6

Recent studies have documented that democratic backsliding, “which at its core
is caracterised by the erosion of liberal democratic institutions by elected officials”,
occurs when these democratically elected officials – especially those in the executive
branch – intentionally weaken or dismantle basic democratic institutions, including
the constitution, the rule of law, civil and minority rights, the independence of
the judiciary and the media, the separation of powers in the state, and the
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competitive nature of elections.7 Contextualizing the democratic backsliding at
the European Union level, the notion is regularly linked to cases such as Hungary
and Poland, countries where successive constitutional amendments, concentrations
of executive power, reduction of the role of control institutions and pressures on
independent media have been identified and documented, which raises serious
and pertinent questions regarding the EU’s capacity to prevent and stop such
developments in the member states, not only in candidate countries or countries
on the Union’s borders.8

The rule of law is enshrined as a fundamental value in Article 2 TEU and is
presented, both in official documents and in specialist analyses, as the “cornerstone”
of the European Union and as an essential condition for the uniform application
of EU law and for the functioning of the internal market.9 In the interpretations
of the European Commission, also reflected in EU parliamentary syntheses,
the rule of law includes principles such as legality (as a transparent, democratic
and predictable legislative process), legal certainty, the prohibition of executive
arbitrariness, the independence and impartiality of the courts, the separation of
powers, equality before the law and access to justice.10

The Consolidated versions of the Treaty on European Union and the Treaty
on the Functioning of the European Union crystallizes these elements, outlining
the rule of law as a set of principles that guarantee that the exercise of public
power is limited by law and subject to judicial control, and its systemic violations
may justify measures against member states.11

In EU law and policies, conditionality refers to the linking of benefits (especially
financial) to the fulfilment of political, economic or legal conditions. In the
pre-accession phase of the states, conditionality operated through the “Copenhagen
criteria”. After accession, various monitoring and sanction mechanisms address
member states, including the rule of law framework outlined by the Commission
and the specific procedure provided for in Article 7 TEU.12 Regulation (EU,
Euratom) 2020/2092 introduces a specific rule of law conditionality regime, through
which European funds may be suspended, reduced or conditioned if breaches of
the rule of law in a member state affect or risk affecting the sound financial
management of the Union budget.13 From a theoretical perspective, this mechanism
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marks the shift from a predominantly political approach (Article 7 TEU) to a
more technical and financial one.14

In this context, the concept of democratic resilience is taking shape. It describes
the capacity of a democratic system to resist, adapt and transform itself in the
face of crises.15 Thus, democratic resilience “refers to the ability of a political system
to withstand and adapt to challenges, threats, and crises without compromising
its core principles, institutions, or processes. This concept involves maintaining
the integrity of democratic governance, including the protection of civil liberties,
the rule of law, free and fair elections, and political pluralism, even in the face
of internal or external pressures.”16

As regards the European Union, democratic resilience appears explicitly in
the joint communication of the European Commission, the European Parliament,
the Council of the European Union, the Economic and Social Committee and the
Committee of the Regions on the European Democracy Shield and in the launch
presentations of the European Centre for Democratic Resilience. Both instruments
are intended to “strengthen strong and resilient democracies” by strengthening
civic space, information integrity and electoral infrastructure.17 “Protecting
democracy and building the democratic resilience of citizens, societes and
institutions is an urgent collective endeavour, which requires a whole-of-government
and whole-of-society approach.”18 Independent assessments highlight the link
between this agenda and the European Democracy Action Plan, an instrument
that already provided a strategic framework for promoting free and fair elections,
strengthening media freedom and combating disinformation.19

Discourses about defending democracy in the European space are very closely
linked to this perspective. The sgenda for the defense of democracy aims to
protect existing democracies within the EU against external interference and
internal erosion, in contrast to the classic democracy promotion paradigm, oriented
towards the export of democratic norms to the EU’s neighbourhood and to
candidate states.20 The Defence of Democracy Package announced by the European
Commission and implemented in the European legislative process has as its
main objective increasing transparency regarding foreign influence on the
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decision-making process and on the civic space, through reporting obligations
for entities that represent the interests of third states, but also through measures
to prevent opaque financing and coordinated disinformation campaigns.21 Viewed
from a normative perspective, the defense of democracy shifts the center of
gravity of the approach, from the export of the European model to third countries,
to the internal protection of the EU, due to the challenges brought by new forms
of democratic vulnerability (such as digital interference, cyber-attacks or the
instrumentation of economic dependencies).22

Moreover, the concept of hybrid threats directly connects the security agenda
with that of protecting democracy. Hybrid threats refer to coordinated actions,
most often below the threshold of armed conflict and difficult to attribute, that
combine military and non-military means (such as cyber-attacks, disinformation,
economic pressure, political interference) to destabilize states or international
organizations. “Hybrid Threats is a broad overarching concept that includes many
types of activity: interference, influence, operations, campaigns and warfare/
war. All of these activities can be seen as unwelcome interventions of one sort
or another to a country’s internal space.”23 Official EU documents on security
issues similarly present these threats, as strategies by which state and non-state
actors use disinformation campaigns, election interference, attacks on critical
infrastructure, and economic coercion to undermine public trust in democratic
institutions and fracture internal cohesion.24

In summary, the reunion of these concepts – democratic backsliding, rule
of law, conditionality, democratic resilience, defense of democracy, hybrid
threats – outlines a substantial and coherent theoretical framework, as a basis
for the analysis of EU policies and actions to protect democracy, a framework
that will guide us in the following sections in interpreting subsequent institutional
mechanisms.

Institutional Mechanisms for the Protection
of Democracy in The European Union

Article 7 TEU – the core mechanism for EU values
Article 7 of the consolidated version of the Treaty on European Union

establishes a gradual mechanism, situated on two levels: preventive and
sanctioning, with the aim of protecting the fundamental values of the EU described
in Article 2 TEU. This procedure allows the Union to react both in situations of
“clear risk of serious breach” and in cases of “serious and persistent breach” of
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its values by a member state, going as far as suspending several rights that
accrue to the member states following the application of the Treaties, including
the right to vote in the Council of the European Union. “In doing so, tthe Council
shall take into account the possible consequences of such a suspension on the
rights and obligations of natural and legal persons.”25

The specialized literature shows that, following the “Haider affair”, Article
7 was expanded to include a preventive mechanism (par. 1), alongside the
sanctioning mechanism (par. 2-3), resulting in a three-step mechanism: finding
a clear risk, finding a serious and persistent violation and adopting sanctions.26
Basselink also points out that paragraph 1 – “clear risk of serious breach” – was
introduced precisely to allow for monitoring and early intervention before a
serious and persistent breach occurs.27 Theuns, analyzing the cases of Hungary
and Poland, shows that Article 7 has failed to stop the democratic backsliding,
due to the combination of the unanimity requirement and the lack of clear steps
to determine the escalation between dialogue and sanctions.28 He also argues
that, from a normative perspective, maintaining in the Union a member state that
systematically violates the values of Article 2 TEU, with suspended rights, would
create tensions and would theoretically justify discussing an explicit expulsion
mechanism, which would transcend the current framework of Article 7.29

Conditionality mechanism for the protection of the European Union budget
(Regulation 2020/2092)

Amid criticism of the effectiveness of Article 7, the European Union adopted,
in 2020, Regulation (EU, Euratom) 2020/20292 on a General Regime of
Conditionality for the Protection of the Union Budget, which explicitly links access
to European funds to respect for the rule of law and EU values. The regulation
outlines the rule of law by referring to notions such as legality, prohibition of
arbitrariness, independence of the courts and separation of powers in the state and
allows for the suspension of payments or the reduction of financial commitments
when there are breaches of these principles that affect or risk affecting the correct
management of the EU budget. Art. 14 “(...) The mechanism provided for in this
Regulation complements these instruments by protecting the Union budget
against breaches of the principles of the rule of law affecting its sound financial
management or the protection of the financial interests of the Union.”30
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Łacny’s analysis shows that the conditionality mechanism is legally anchored
in the EU’s competence to protect its budget, not in the values clause of
Article 2 TEU, which allowed the Court of Justice to confirm the validity of the
Regulation31 in the cases filed by Hungary and Poland.32 Her analysis raises
pertinent questions about the practical effectiveness of the instrument, given its
dependence on the political will of the Commission to propose measures and the
Council to adopt them by qualified majority.33 At the same time, Mavrouli
highlights the tensions between the financial logic of the mechanism and its
political ambitions, warning that turning budget protection into a tool for promoting
a particular model of liberalism can fuel the perception of a double standard.34
Thus, given the possible controversies, several policy studies, such as those
carried out by EDP35 or UNIO36, monitor how the Commission triggered and
calibrated the mechanism in relation to Hungary and Poland, highlighting both
its potential for constraint and rapid institutional inertia.

European Democracy Shield
The European Union is trying to build a broader “democratic defense”

architecture through the European Democracy Shield (EDS) initiative, which has
developed adjacent to the treaties and mechanisms established by legislation.
The Joint Communication of the European Commission, the European Parliament,
the Council, the European Economic and Social Committee and the Committee
of the Regions, form November 2025, presents the European Democracy Shield
as “set of new measures in three priority areas, aimed at empowering strong and
resilient democracies by: reinforcing situational awareness and support response
capacity to safeguard the integrity of the information space; strenghtening
democratic institutions, free and fair elections and free and independent media;
boosting societal resilience and citizens’ engagement.”37 EDS will be implemented
through the European Centre for Democratic Resilience (ECDR) designed to
“withstand evolving common threats, in particular foreign information manipulation
and interference (FIMI) and disinformation”, through a whole-of-society approach.38

The European Democracy Support Annual Review 2025 analysis notice the
fact that “the shield is oriented primarly toward strategic communication and
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countering disinformation about the EU, rather than standard democracy support
as such”39 and suggests that the EDS marks an inward reorientation of EU support
for democracy, prioritizing the protection of democratic norms in member states,
in the face of an emerging increase in hybrid and information threats. Quaritsc
argues, however, that the EDS “papers the cracks” more than it repairs them, as
it relies heavily on existing instruments and structures (e.g. EDAP, Rapid Alert
System) and leaves largely unresolved questions about the EU’s capacity to
address structural causes of democratic regression, such as institution capture
and extreme polarization.40

Hybrid Threats, Disinformation
and Democratic Resilience in The European Union

The European Union presents, under the “Emerging and transnational threats
and challenges”, hybrid threats as follows: “State and non-state actors are using
hybrid strategies, cyberattacks, disinformation campaigns, direct interference in
our elections and political processes, economic coercion and the instrumentalization
of irregular migration flows (...). Our competitors are noy shying away from
using emerging and disruptive technologies to take strategic advantages and to
increase the effectiveness of their hybrid campaigns.”41

Both academic literature42 and policy reports emphasize that hybrid threat
actors primarily aim to undermine the integrity and functioning of democracies,
erode citizens’ trust in representative institutions, and manipulate decision-making
processes by exploiting informational and social vulnerabilities.43

The scientific reports of the Joint Research Centre (JRC), developed together
with the European Centre of Excellence for Countering Hybrid Threats, propose
a conceptual framework that approaches society as a “resilience ecosystem”
composed of interconnected layers, differently affected by hybrid actions.44 The
Comprehensive Resilience Ecosystem (CORE) model is presented as a method
with direct applicability for decision-makers, offering a systems-thinking approach
for anticipating, assessing the impact and identifying appropriate responses to
hybrid threats.45 The JRC report on CORE highlights that these threats aim to
“constrain the freedom of manoeuvre of democracies in order to discredit
its model compared to authoritarian regimes or gain other advantages over
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democracies”46, which justifies the integration of democratic resilience into the
current security strategies of the European Union.

The information dimension of hybrid threats – especially disinformation and
foreign information interference – is a central and essential theme of the debate
on democratic resilience. Studies such as Hybrid Threats to Democracy in
Europe show that, in recent years, large-scale disinformation campaigns have
targeted the EU and neighboring states, attempting to destabilize and influence
democratic processes by exploiting sensitive topics such as electoral integrity,
social and cultural values, refugees, the economic crisis, the war in Ukraine, etc.47
Comparative analyses of disinformation before the European Parliament elections
(e.g. IAI/EPC study on Bulgaria, Germany and Italy) show how false narratives
on refugees, support for Ukraine and energy transition can fuel polarisation
and directly target the integrity of electoral processes.48 Other research on
disinformation in the 2024 European elections, based on quantitative analysis of
content verified by fact-checking networks, confirms that the themes of migration
and electoral integrity are dominant and that disinformation often aims to
discredit electoral mechanisms and undermine trust in the elections themselves.49

In this context, democratic resilience is understood not only as technical
protection against cyberattacks, but as a set of institutional, societal and
communication capacities. Both the JRC and think-tank analyses (e.g. Martens
Centre) underline that strengthening resilience requires civil preparedness, effective
strategic communication, media literacy and close cooperation between authorities,
digital platforms and civil society.50 Studies comparing the EU and NATO responses
to hybrid threats show that both organizations consider “civil preparedness”
and the resilience of infrastructures and the information space as basic elements
of the countermeasure strategy, and that the EU focuses explicitly on the democratic
and rule of law dimension of these threats, centering its responses on cyber
threats and on countering disinformation and propaganda.51

The European Democracy Action Plan and, subsequently, the European
Democracy Shield, integrate these findings into a European policy framework,
proposing a combination of measures to increase resilience to disinformation
and interference: strengthened cooperation within the Rapid Alert System, support
for fact-checking networks, stricter rules on the transparency of political advertising
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and campaign financing, as well as support for civil society organisations involved
in monitoring and civic education.52 Specialized studies highlight “the growing
will to strengthen resistance to these threats”53, but they also draw attention to
the risk that measures will remain fragmented, if they are not integrated into a
coherent framework of democratic resilience.

Therefore, the EU agenda on hybrid threats, disinformation and democratic
resilience reflects a transition from ad hoc responses to a more systematic effort
to build a “resilience ecosystem”, where security instruments, media policies,
rule of law rules and support for civil society are designed together.54

Conclusions and Implications for the European Union

The analysis of democracy protection mechanisms in the European Union
suggests that the current architecture is based on three main pillars: Article 7 TEU
(political mechanism of “last resort”), Regulation 2020/2092 on conditionality
for the protection of the Union budget (legal-financial instrument) and the
European Democracy Shield (strategic-operational framework for democratic
resilience and countering hybrid threats). Although these instruments together
cover different dimensions, the literature shows that their effectiveness is limited
by political constraints, normative ambiguities and institutional fragmentation.

Regarding Article 7 TEU, recent contributions indicate a double problem: the
mechanism is difficult to fully activate (due to the unanimity requirements in the
European Council) and, in its current form, risks entering a “performative paradox”,
since the suspension of the rights of a member state by a decision of the other
governments may undermine the very principles of representative democracy
that it defends. Reform proposals range from “normalizing” the use of Article 7,
by clarifying red lines and procedural steps, to the more radical idea of an explicit
expulsion mechanism, which would be more normatively coherent, but which
would require treaty amendment. The implications for EU policies are that, in
the short term, the focus should be on the combined use of existing instruments
(monitoring, structured dialogue, conditionality), and, in the medium term, on a
frank debate on the adequacy of the current sanctioning framework in relation to
the risks of democratic regression.

The rule of law conditionality mechanism represents the most significant
innovation of the last decade, but remains surrounded by controversy over its
scope and use. On the one hand, the Court of Justice’s decisions to confirm
Regulation 2020/2092 have strengthened its legal legitimacy and reinforced the
idea that protecting the budget can also indirectly serve to protect the rule of
law. On the other hand, critical analyses draw attention to the fact that this
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mechanism is in a “tense relationship” with the debate about liberalism and
political pluralism. It also risks being perceived as an instrument of selective
pressure, especially if it is not accompanied by transparent, uniformly applied
criteria.55 From a public policy perspective, this suggests the need for more
precise guidelines, clearer communication with citizens in the targeted states,
and an explicit articulation between conditionality and the objective of democratic
resilience, not just that of budgetary protection.

Regarding the European Democracy Shield, initial assessments are ambivalent:
on the one hand, the EDS is seen as a necessary step to integrate dispersed
measures (EDAP, combating FIMI, support for the media and civil society) into
a unitary framework. On the other hand, there is a fear that this initiative risks
covering up certain gaps, without remedying them, This can happen if it is not
accompanied by a real political will to address the internal causes of democratic
regression.56 The European Parliament briefings underline that the EDS can
become a central tool against foreign information manipulation and interference,
for protecting elections and supporting independent media. But its success depends
on the resources allocated and on how it will be coordinated with the civil
society strategy and with the legal instruments already in place.57 In this sense,
the recommendations in the European Democracy Support Annual Review 2025
indicate that the EU must treat the protection of domestic democracy as a
consistent pillar of its policy, not just as an extension of the security agenda.58

The intersection of hybrid threats, disinformation and democratic resilience
requires closer integration of scientific expertise into policy-making. Models
such as the Comprehensive Resilience Ecosystem (CORE), provide a useful
framework for systemic thinking about democratic vulnerabilities and designing
coordinated responses. But, to be effective, these analytical tools need to be
internalized by political institutions and national administrations, not just cited
in reports.59 In concrete terms, this involves investing in analytical capacities at
EU and member state level, creating solid channels of cooperation with civil
society and academia, and better democratic anchoring of decisions on countering
disinformation and FIMI, to avoid unnecessarily straining freedoms of expression.

Overall, the current architecture of democracy in the European Union is more
robust than a decade ago, but remains a “work in progress”. The combination of
a difficult-to-use political mechanism (Article 7), a promising but contested
legal-financial instrument (Regulation 2020/2092), and an emerging framework
for democratic resilience (European Democracy Shield) provides the Union with
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a richer toolbox, but does not guarantee, by itself, the reversal of democratic
regression trends. The main implication for EU policies is that the protection of
democracy must be treated as a cross-cutting policy, linking the treaties, the
budget, security and civic space, and requiring, beyond new instruments, a change
in institutional culture – from tacit tolerance of democratic slippages, to a
coherent and consistent commitment to European values.
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